AWS VPC:

Virtual Private Confusion?

Steven Lembark

Workhorse Computing
lembark@wrkhors. com



It used to be simple
You went to AWS.

Created a new node.
Maybe added some disk to it.

And off you went, computing happily ever after.



00 simple

Catch: Everyone’s nodes were in one subnet.

We could all see one another.

Maybe your neighbor wasn’t pretty.

Maybe they’d been cracked.

Whatever reason, you want privacy.



Private, no longer simple

OK, but no more ‘just create a node’.

Creation starts with a “Virtual Private Cloud”.

Then you get to create subnets, security rules, IP
gateways, NAT Gateways in multiple availability zones
in multiple regions... Got that?



AWS Nomenclature

AWS services are provided in “Regions”.
“us-east”, “us-west”, “canada”.

Regions have “Availability Zones”.
Designed to fail separately.
Redundancy uses multiple zones within a region.

EC2 & subnets make heavy use of zones.



hat you end up with
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Networking Options
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Create your VPC
Multiple VPCs possible.

Different regions

Per client.
By use: Dev. vs. QA vs. Prod.

Free-tier only vs. paid.

Split up to match your use case.
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VPC Dashboard
Filter by VPC:
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VPN Connections

Amazon VPC enables you to use your own isolated resources the
AWS cloud, and then connect those resources directly to your own

datacenter using industry-standard encrypted IPsec VPN connections.
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Current Status Details
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here ya at?
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here ya at?
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hatcha got?
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hatcha doin’?
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hat’'s inside?
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hatcha running?
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EC2 Dashboard

Launch Instance Connect  Actions v
Events
Tags
Reports Name Instance ID 4 Instance Type
Limits

[ i-07d3d9461ab50f25e t2.micro
Instances Instance: || i-07d3d9461ab50f25e Public IP: 18.218.53.74

Launch Templates
Spot Requests
Instance ID  i-07d3d9461ab50f25e
ng

Instance type  t2.micro

Reserved Instances
Instance state n

Dedicated Hosts

=) Elastic IPs
AMIs Availa

us-east-2a

Bundle Tasks Security groups  default
Scheduled events

AMI ID
Volumes Platform -
Snapshots IAM role -

Key pair name  sandbox-dmz

Security Groups
EBS-optimized False

Elastic IPs Root device type  ebs

Placement Groups

Key Pairs
Elastic GPU -

Network Interfaces
Elastic GPU type -
- Elastic GPU status -

Load Balancers

Target Groups

Launch Configurations

Auto Scalina Grouns
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Description Status Checks Monitoring Tags

VI_GA-201708( 2-GP2 (ami-cfdafaaa)

Private DNS

Private IPs
Secondary private IPs
VPCID

net ID

Sul

Network interfaces

Source/dest. check

Owner

Launch time
Termination protection
Lifecycle

Monitoring

Alarm status

Kernel ID

RAM disk ID
Placement group
Virtualization
Reservation

AMI launch index
Tenancy

Host ID

o % 0
2 1to20of2
Alarm Status Public DNS (IPv4) IPv4 Public IP IPv6 IPs Key Name Monite
None Y 18.218.53.74 - sandbox-dmz M ais
_ N — ]

18.218.53.74

ip-10-1-1-162.us-east-2.compute.internal

10.1.1.162

vpc-2916d441

subnet-d9d306b1

eth0

True

Disabled

309924499785

December 31, 2017 at 6:24:51 PM UTC-6 (430 hours)
True

normal

basic

None

hvm
r-Obe8c222894aa975f
0

default
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Description Status Checks

Instance ID
Instance state
Instance type

Elastic IPs

Availal
Security groups
Scheduled events
AMI ID
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IAM role

Key pair name

EBS-optimized

Root device type

Elastic GPU

Elastic GPU type
Elastic GPU status

Public IP: 18.218.53.74

Monitoring Tags

i-07d3d9461ab50f25e

ng
t2.micro
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us-east-2a

default

VI_GA-201708(

sandbox-dmz

)8-x
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) running & 2/2 checks . None -
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Source/dest. check

Owner
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Termination protection
Lifecycle
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Kernel ID

RAM disk ID
Placement group
Virtualization
Reservation

AMI launch index
Tenancy

Host ID

Public DNS (IPv4)

o % 0
2 1to20of2
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_ N — ]

18.218.53.74
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True

Disabled
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December 31, 2017 at 6:24:51 PM UTC-6 (430 hours)
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normal
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None

hvm
r-Obe8c222894aa975f
0

default
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Launch Instance

Name Instance ID
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Description Status Checks

Instance ID
Instance state
Instance type

Elastic IPs

ty zone
Security groups
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AMI ID

Platform
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Key pair name

EBS-optimized
Root device type
Root device

Block devices
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Monitoring Tags

i-07d3d9461ab50f25¢
running

t2.micro

us-east-2a

default

2-GP2 (ar

afaaa)

sandbox-dmz

Status Checks

& 2/2 checks

Alarm Status

None -
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Virtualization
Reservation
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Host ID

Public DNS (IPv4)
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a 1to20of2
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_ =]
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ip-10-1-1-162.us-east-2.compute.internal
10.1.1.162

vpc-2916d441
net-d9d306b1
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True

Disabled

309924499785

December 31, 2017 at 6:24:51 PM UTC-6 (430 hours)
True

normal
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None

hvm
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0
default
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ee It for real...

Create a new VPC.
Add subnets.

Add security.

Start an instance.



ummary

Lots of docs.

VPC starts it all.
10.X.0.0/16 good start.

Subnets break up.
10.X.Y.0/24 works well.

Availability zones & subnets work together.



